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Feistel Cipher Structure

* Horst Feistel devised the feistel cipher

— based on concept of invertible product cipher
e partitions input block into two halves

— process through multiple rounds which

— perform a substitution on left data half

— based on round function of right half & subkey
— then have permutation swapping halves

 implements Shannon’s S-P net concept



Claude Shannon and Substitution —
Permutation Ciphers

Claude Shannon introduced idea of substitution-
permutation (S-P) networks in 1949 paper

S-P net is a basis of many modern block ciphers

S-P nets are based on the two primitive
cryptographic operations:

— substitution (S-box)

— permutation (P-box)

provide confusion & diffusion of message & key



Substitution and Transposition

e Substitution: each element in the plaintext is
mapped into another element

 Transposition: the elements in the plaintext
are rearranged



Confusion & Diffusion

e acipher needs to completely shade statistical
properties of original message

 more practically Shannon suggested combining
Substitutions & Permutations to obtain:

— diffusion — dissipates statistical structure of plaintext
over bulk of ciphertext (in particular — one change in the
plaintext triggers many changes in the ciphertext)

— confusion — makes relationship between ciphertext and
key as complex as possible (in particular, each character
of the ciphertext depends on many parts of the key)



Feistel Cipher Structure
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Feistel Cipher Design Elements

» block size

» key size

» number of rounds

» subkey generation algorithm
»round function

» fast sw/hw en/decryption

» ease of analysis



Data Encryption Standard (DES)

most widely used block cipher in world

adopted in 1977 by NBS (now NIST)
— as FIPS PUB 46

encrypts 64-bit data using 56-bit key
has widespread use
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DES History

IBM developed Lucifer cipher
— by team led by Feistel in late 60’s
— used 64-bit data blocks with 128-bit key

then redeveloped as a commercial cipher with
input from NSA and others

in 1973 NBS issued request for proposals for a
national cipher standard

IBM submitted their revised Lucifer which was
eventually accepted as the DES
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DES Design Controversy

e although DES standard is public

e was considerable controversy over design
— in choice of 56-bit key (vs Lucifer 128-bit)
— and because design criteria were classified

e subsequent events and public analysis show in
fact design was appropriate
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DES Encryption Overview
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Initial Permutation IP

e first step of the data computation
e |P reorders the input data bits

e quite regular in structure (easy in s/w and in
h/w)
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DES Round Structure

e uses two 32-bit L & R halves

e as for any Feistel cipher can describe as:
Li=Ri4
R=L_,®FR_y, K)
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DES Round Structure

| R (32 bits) |

| 48 bits | | K (48 bits)

. 3 .

(s (s2) (53) () (s5) (5e) (7)) (

e F takes 32-bitR

half and 48-bit
subkey:

— expands R to 48-
bits using perm E

— adds to subkey
using XOR

— passes through 8 S-
boxes to get 32-bit
result

— finally permutes
using 32-bit perm P
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...Substitution Boxes S

* have eight S-boxes which map 6 to 4 bits
— outer bits 1 & 6 (row bits) select one row of 4
— inner bits 2-5 (col bits) are substituted
— result is 8 lots of 4 bits, or 32 bits

 Example on the board.....
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DES Key ScheAril=

key (64 bits)
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DES Decryption

* with Feistel design, do encryption steps again using
subkeys in reverse order (SK16 ... SK1)
— |IP undoes final FP step of encryption
— 1st round with SK16 undoes 16th encrypt round
— 16th round with SK1 undoes 1st encrypt round
— then final FP undoes initial encryption IP
— thus recovering original data value
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Strength of DES — Key Size

56-bit keys have 2°° = 7.2 x 10 values
brute force search looked hard in 70s
but recent advances have shown is possible

—in 1997 on Internet in a few months
—in 1998 on dedicated h/w (EFF) in a few hours

must now consider alternatives to DES

21



DES Cracker

n 1998, the EFF (Electronic
-rontier Foundation) built
Deep Crack (named in
reference to IBM's Deep Blue
chess computer) for less than
$250,000. Deep Crack
decrypted a DES-encrypted

message after only 56 hours
of work Source: Wikipedia
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COPACABANA

e Also check in Google about COBACABANA!!
e Do not check about the famous beach!!!

e But check about this COPACABANA
(A Codebreaker for DES and other Ciphers)
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DES Design Criteria

e 7 criteria for S-boxes provide for
— non-linearity
— resistance to cryptanalysis
— good confusion
e 3 criteria for permutation P provide for

— increased diffusion
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Multiple Encryption & DES

clear a replacement for DES was needed
— theoretical attacks that can break it
— demonstrated exhaustive key search attacks

AES is a new cipher alternative

prior to this alternative was to use multiple
encryption with DES implementations

Triple-DES is the chosen form
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Triple-DES with Two-Keys

hence must use 3 encryptions
— would seem to need 3 distinct keys

but can use 2 keys with E-D-E sequence

- C = Exi (O (Ex1 (P)))
— nb encrypt & decrypt equivalent in security
— if K1=K2 then can work with single DES

standardized in ANSI X9.17 & ISO8732

no current known practical attacks

— several proposed impractical attacks might
become basis of future attacks
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Triple-DES with Three-Keys

e although are no practical attacks on two-key
Triple-DES have some indications

e can use Triple-DES with Three-Keys to avoid
even these

—C = Exs (O (B (P)))
* has been adopted by some Internet
applications, eg PGP, S/MIME
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Origins...

clear a replacement for DES was needed
— have theoretical attacks that can break it
— have demonstrated exhaustive key search attacks

can use Triple-DES — but slow, has small blocks
NIST issued call for ciphers in 1997
15 candidates accepted in Jun 98
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...0rigins

o after testing and evaluation, 5 were shortlisted in
Aug-99 :
— MARS - complex, fast, high security margin
— RC6 - v. simple, v. fast, low security margin
— Rijndael - clean, fast, good security margin
— Serpent - slow, clean, v. high security margin
— Twofish - complex, v. fast, high security margin

e Rijndael was selected as the AES in Oct-2000
e jssued as FIPS PUB 197 standard in Nov-2001
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The AES Cipher - Rijndael

designed by Rijmen-Daemen in Belgium
has 128/192/256 bit keys, 128 bit data

an iterative rather than feistel cipher
— processes data as block of 4 columns of 4 bytes
— operates on entire data block in every round

designed to be:
— resistant against known attacks

— speed and code compactness on many CPUs
— design simplicity
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AES Structure

» data block of 4 columns of 4 bytes is state
» key is expanded to array of words

» has 9/11/13 rounds in which state consists of:

® byte substitution (1 S-box used on every byte)

® shift rows (permute bytes between groups/columns)
® mix columns (subs using matrix multiply of groups)
® add round key (XOR state with key material)

® view as alternating XOR key & scramble data bytes

» with fast XOR & table lookup implementation
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Byte Substitution

use a S-box
a simple substitution of each byte

uses one table of 16x16 bytes containing a
permutation of all 256 8-bit values

each byte of state is replaced by byte indexed by row
(left 4-bits) & column (right 4-bits)

— eg. byte {95} is replaced by byte in row 9 column 5

— which has value {2A}

designed to be resistant to all known attacks
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Byte Substitution

So0 | S0 | S0z | 502
510 11 P12 | 312
520 521 | S22 | S22
530 %31 | 532 | 532

S5-box
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Shift Rows

e acircular byte shift in each each
— 1%t row is unchanged
— 2" row does 1 byte circular shift to left
— 3rd row does 2 byte circular shift to left
— 4th row does 3 byte circular shift to left

e decrypt inverts using shifts to right

* since state is processed by columns, this step
permutes bytes between the columns
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So0 | So1 | %02 | S0z
S0 S | 312 | 313
530 520 | S22 | 522
530 531 | S32 | 532

Shift Rows

S
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Mix Columns

e each column is processed separately

* each byte is replaced by a value dependent on
all 4 bytes in the column

o effectively a matrix multiplication

2 03 O] U‘l.."[._H Wil foor N3 X g
01 02 03 Olllsp S1 Si2 %3] |5

01 01 02 03(|%a %2 %22 %23

03 o1 01 021 30 31 32 *aa



Mix Columns

[T Qe
Pl Bad =5 =i
X
1]

50,0 | 301 | S0z | 503
S0 51 | 512 | 513
53,0 | 521 | 522 | 323
530 | 531 | 532 | 533

Yy ywvy

h v v
I | | 1 | |
500 | S0 | %02 | G03
510 30| 32| 313
I 1 1 1
S20 | %21 | 522 | 523
Sap | 334 | 332 | 333
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Mix Columns

e can express each col as 4 equations

— to derive each new byte in col

e decryption requires use of inverse matrix

— with larger coefficients, hence a little harder
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Add Round Key

XOR state with 128-bits of the round key

again processed by column (though effectively
a series of byte operations)

inverse for decryption identical

— since XOR own inverse, with reversed keys

designed to be as simple as possible
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Add Round Key

So,0 | 501 | S02 | S0
St0] 310 | 512 | 31z
'::—E Wi | Wi | Wiz | Wisa =
Sa0 | 521 | 522 | 522
Sao | 531 | 532 | 522

Soo | 501 | S0z | Sos
I 1 1 1
S 5 | 32| B3
I 1 1 1
530 | 521 | S22 | 523
I 1 1 1
530 | 831 | 532 | 523
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AES Round
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AES Key Expansion

takes 128-bit (16-byte) key and expands into
array of 44/52/60 32-bit words

start by copying key into first 4 words
then loop creating words that depend on

values in previous & 4 places back

— in 3 of 4 cases just XOR these together

— 1t word in 4 has rotate + S-box + XOR round
constant on previous, before XOR 4t back
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AES Key Expansion

XYY
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AES Decryption

e AES decryption is not identical to encryption
since steps done in reverse

e but can define an equivalent inverse cipher
with steps as for encryption

— but using inverses of each step
— with a different key schedule
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AES Decryption
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Implementation Aspects

e can efficiently implement on 8-bit CPU

— byte substitution works on bytes using a table of
256 entries

— shift rows is simple byte shift
— add round key works on byte XOR’s

— mix columns requires matrix which works on byte
values, can be simplified to use table lookups &
byte XOR’s
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Implementation Aspects

e can efficiently implement on 32-bit CPU
— redefine steps to use 32-bit words
— can precompute 4 tables of 256-words

— then each column in each round can be computed
using 4 table lookups + 4 XORs

— at a cost of 4Kb to store tables
e designers believe that this very efficient

implementation was a key factor in its
selection as the AES cipher
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Thanks for your time!!!

Questions??
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